
	  

	  

Notice to Northwestern Medical Group Patients Regarding Privacy Incident 
 

Northwestern Medical Group (“NMG”) is dedicated to the advancement of medical science and 
knowledge.  Accordingly, NMG provides patients with the opportunity to participate in Northwestern 
University Feinberg School of Medicine (“NU”) research studies and provides patient information to NU 
as described in NMG’s Notice of Privacy Practices.  In this shared collaboration, NMG strives to conduct 
all activities in accordance with the law and is committed to protecting the security and confidentiality of 
patients’ and research participants’ information.  Regrettably, this notice concerns an incident involving 
some of that information. 
 
In early June, we became aware that information intended for urology research was accessible on the 
Internet and reported the incident to NU.  Specifically, the information, which was kept on an NU server, 
was accessible through search engines, such as Google, between approximately 2009 and June 14, 2014.  
On August 1, 2014, we first learned that some of the information on the server may have been transferred 
from NMG to NU without patient authorization.  NMG has confirmed that these records may have 
contained some patient information, including one or more of the following: patients’ names, age, date of 
birth, gender, medical record number, collection date, physicians’ names, diagnoses, urinalysis results, 
and, in some instances, full or partial social security numbers.  Immediately upon discovery, NU took 
measures to safeguard this information.  The server was immediately removed from NU’s network, and 
Google told NU it removed the information from its systems as well.   
 
This incident does not affect all NMG patients, only certain patients who had been seen at NMG’s 
Department of Urology and had urinalysis done at an NMG urology lab between approximately 2002 and 
June 14, 2014. 
 
We wish to emphasize that we have no knowledge that any of this information has been accessed or used 
improperly.  As a precaution, however, we began mailing letters to affected patients on September 26, 
2014, and have established a dedicated call center to answer any questions they may have.  If you believe 
you are affected but do not receive a letter by October 17, 2014, please call 1-866-800-6755, Monday 
through Friday, between 8:00 a.m. and 8:00 p.m. Central Time. 
 
We deeply regret any inconvenience this may cause.  The involved research studies have been 
discontinued at this time, and we are reviewing our procedures for obtaining patient authorization for 
research studies and implementing measures to help prevent this from happening again. 
 
  


